Business Associate Agreement
[Subcontracted Provider Name & Contract #]

Business Associate Agreement

This Business Associate Agreement made this day of , 20 , by and betwe&@ommunities Connected

for Kids, Inc. (hereinafter referred to a€CKids’ or the covered entity) and (hereinafter referred t@asiness
Associate”) contains the terms and conditions governing the BusiAessciate’s access to and use of Protected Health
Information and provides the permissible uses and disclostipgstected health information by Business Associate.

Section 1. Definitions
1.1 Catch-all definitions:

The following terms used in this Attachment shalVé the same meaning as those terms in the HIPA&sRu
Breach, Data Aggregation, Desighated Record Setl®¥ure, Health Care Operations, Individual, Mimim
Necessary, Notice of Privacy Practices, ProtectedltH Information, Required by Law, Security Incitle
Subcontractor, Unsecured Protected Health Infoonatnd Use.

1.2 Specific definitions:

121  “Business Associate” shall generally have the samaaning as the term “business associate” at 45
CFR 160.103, and for purposes of this Attachmeall specifically refer to the Provider.

122 “Covered Entity” shall generally have the same mieg as the term “covered entity” at 45 CFR
160.103, and for purposes of this Attachment sieédir to the CCKids.

1.2.3. “HIPAA Rules” shall mean the Privacy, Security, Beé Notification, and Enforcement Rules at 45
CFR Part 160 and Part 164.

Section 2. Obligations and Activities of Business Associate
2.1 Business Associate agrees to:

211 Not use or disclose protected health inforomadther than as permitted or required by thisgttiment
or as required by law;

2.1.2  Use appropriate administrative safeguards as gétdv45 CFR § 164.308, physical safeguards as set
forth at 45 CFR § 164.310, and technical safeguasgdset forth at 45 CFR § 164.312; including,
policies and procedures regarding the protectidpHtifand/or ePHI set forth at 45 CFR § 164.316 and
the provisions of training on such policies andcedures to applicable employees, independent
contractors, and volunteers, that reasonably apbppately protect the confidentiality, integrignd
availability of the PHI and/or ePHI that the Praaidreates, receives, maintains or transmits oalbeh
of the Department;

213 Acknowledge that (a) the foregoing safegsaplicies and procedures requirements shall apply
the Business Associate in the same manner thatrsgcirements apply to the Department, and (b)
the Business Associates are directly liable urtaecivil and criminal enforcement provisions setto
at Section 13404 of the HITECH Act and section 4R 164.500 and 164.502(E) of the Privacy
Rule (42 U.S.C. 1320d-5 and 1320d-6), as amendethifure to comply with the safeguards, policies
and procedures requirements and any guidance ibyub@ Secretary of Health and Human Services
with respect to such requirements;

214 Report to covered entity any use or disclosunerofected health information not provided for bisth
Attachment of which it becomes aware, includingalofees of unsecured protected health information
as required at 45 CFR 164.410, and any securitgient of which it becomes aware;

2.15 Notify the Office of the Inspector General and @€Kids Quality Management Director as soon as
possible, but no later than two (2) business dalswing the determination of any breach or pot@nti
breach of personal and confidential departmental; da
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Notify the Office of the Inspector General and @€Kids Quality Management Director within (24)
hours of notification by the US Department of Headind Human Services of any investigations,
compliance reviews or inquiries by the US Departhm@nHealth and Human Services concerning
violations of HIPAA (Privacy, Security Breach).

Provide any additional information requested byK@IS for purposes of investigating and responding
to a breach;

Provide, at Business Associate’s own cost, ndticaffected parties no later than 45 days following
the determination of any potential breach of peaton confidential departmental data as provided in
section 817.5681, F.S.;

Implement, at Business Associate’s own cost, nreasdeemed appropriate by CCKids to avoid or
mitigate potential injury to any person due to edah or potential breach of personal and confidenti
departmental data;

Take immediate steps to limit or avoid the reauceeof any security breach and take any otherractio
pertaining to such unauthorized access or disaosquired by applicable federal and state laws and
regulations regardless of any actions taken by €Ki

Make available protected health information inesignated record set to covered entity as necessary
to satisfy covered entity’s obligations under 49RCF64.524;

Make any amendment(s) to protected health infaondn a designated record set as directed or dgree
to by the covered entity pursuant to 45 CFR 164.526ake other measures as necessary to satisfy
covered entity’s obligations under 45 CFR 164.526;

Maintain and make available the information regdito provide an accounting of disclosures to the
covered entity as necessary to satisfy coveretyentibligations under 45 CFR 164.528;

To the extent the business associate is to catrgree or more of covered entity's obligation(sjlem
Subpart E of 45 CFR Part 164, comply with the regqaents of Subpart E that apply to the covered
entity in the performance of such obligation(s)xl an

Make its internal practices, books, and recordslale to the Secretary of the U.S. Department of
Health and Human Services for purposes of detengicompliance with the HIPAA Rules.

Permitted Uses and Disclosur es by Business Associate

3.1 The Business Associate may only use or discloggied health information covered under this Attaent
as listed below:

311

312

3.13

314

The Business Associate may use and disclosBé¢partment’s PHI and/or ePHI received or created
by Business Associate (or its agents) in perforntisgbligations pursuant to this Attachment.

The Business Associate may use CCKids’ PHI arelbil received or created by Business Associate
(or its agents) for archival purposes.

The Business Associate may use PHI and/or ePldtanieor received in its capacity as a Business
Associate of CCKids for the proper management amdairgistration of the Business Associate, if such
use is necessary (a) for the proper managemeraicanuhistration of Business Associate or (b) toycarr
out the legal responsibilities of Business Asseciat

The Business Associate may disclose PHI and/ot eféidted or received in its capacity as a Business
Associate of CCKids for the proper management aimdirgstration of the Business Associate if (a)
the disclosure is required by law or (b) the BassAssociate (1) obtains reasonable assurances fro
the person to whom the PHI and/or ePHI is disclakadl it will be held confidentially and used or
further disclosed only as required by law or fag thurpose for which it was disclosed to the person
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and (2) the person agrees to notify the Businessdate of any instances of which it becomes aware
in which the confidentiality and security of the IRtthd/or ePHI has been breached.

The Business Associate may aggregate the PHI amdfbll created or received pursuant this
Attachment with the PHI and/or ePHI of other codemmntities that Business Associate has in its
possession through its capacity as a Business issanf such covered entities for the purpose of
providing CCKids with data analyses relating to klealth care operations of CCKids (as defined in
45 C.F.R. §164.501).

The Business Associate may de-identify any anéldll and/or ePHI received or created pursuant to
this Attachment, provided that the de-identificatprocess conforms to the requirements of 45 CFR §
164.514(b).

Follow guidance in the HIPAA Rule regarding mankeg fundraising and research located at Sections
45 CFR 8§ 164.501, 45 CFR § 164.508 and 45 CFR $184

Provisons for Covered Entity to Inform Business Associate of Privacy Practices and
Restrictions

4.1 Covered entity shall notify business associatenyf limitation(s) in the notice of privacy practicef covered
entity under 45 CFR 164.520, to the extent thal $uatation may affect Business Associate’s usdisclosure
of protected health information.

4.2 Covered entity shall notify Business Associateanf/ changes in, or revocation of, the permissioraby
individual to use or disclose his or her protedtedith information, to the extent that such chamyayg affect
business associate’s use or disclosure of protéealth information.

4.3 Covered entity shall notify Business Associateny restriction on the use or disclosure of prewdtealth
information that covered entity has agreed to oedgiired to abide by under 45 CFR 164.522, teitent that
such restriction may affect business associat&uslisclosure of protected health information.

Section 5.

Termination

5.1 Termination for Cause

511

Upon CCKids’ knowledge of a material breach by Business Associate, CCKids shall either:

5.1.1.1 Provide an opportunity for the Business Asdedia cure the breach or end the violation and
terminate the Agreement or discontinue access toiffHe Business Associate does not
cure the breach or end the violation within theetispecified by CCKids;

5112 Immediately terminate this Agreement or discontiaceess to PHI if the Business Associate
has breached a material term of this Attachmentdaed not end the violation; or

5.1.1.3 If neither termination nor cure is feasible, CCKsifll report the violation to the Secretary
of the Department of Health and Human Services.

5.2 Obligations of Business Associate upon Termamati

521

Upon termination of this Attachment for any regsBaosiness Associate, with respect to protected
health information received from covered entity, cpeated, maintained, or received by Business
Associate on behalf of covered entity, shall:

5.2.1.1 Retain only that protected health informatidmick is necessary for Business Associate to
continue its proper management and administratida oarry out its legal responsibilities;
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5.2.1.2 Return to covered entity, or other entity as spediby CCKids or, if permission is granted
by CCKids, destroy the remaining protected heaitbrmation that the Business Associate
still maintains in any form;

5.2.1.3 Continue to use appropriate safeguards and conigitySubpart C of 45 CFR Part 164 with
respect to electronic protected health informatigorevent use or disclosure of the protected
health information, other than as provided for listSection, for as long as Business
Associate retains the protected health information;

5.2.1.4 Not use or disclose the protected health infornmatatiained by Business Associate other
than for the purposes for which such protectedtheéalormation was retained and subject
to the same conditions set out at paragraphs arid33.1.4 above under “Permitted Uses
and Disclosures By Business Associate” which agpsieor to termination; and

5.2.15 Return to covered entity, or other entity as spediby CCKids or, if permission is granted
by CCKids, destroy the protected health informatitained by Business Associate when it
is no longer needed by Business Associate foripgr management and administration or
to carry out its legal responsibilities.

5216 The obligations of Business Associate under thati@e shall survive the termination of this

Attachment.
Section 6. Miscellaneous
6.1 A regulatory reference in this Attachment to a isecin the HIPAA Rules means the section as inotfée as

amended.

6.2 The Parties agree to take such action as is negdesamend this Attachment from time to time agdsessary
for compliance with the requirements of the HIPAAIE and any other applicable law.

6.3 Any ambiguity in this Attachment shall be interg@to permit compliance with the HIPAA Rules.

IN WITNESS WHEREOF, the parties hereto have caused this BUSINESS ASSOCIATE AGEIRT to be executed
by their undersigned officials as duly authorized.

Business Associate:
Communities Connected for Kids, Inc.

Signed By: Signed By:

Name: Name: Carol DelLoach

Title: Title:  Chief Executive Officer
Date: Date:
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